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Note : (i) Answer all the Questions from Part-A. Each
Question carries 2 marks.
Answer any five Questions from Part-B. Each
Question carries 10 marks.
Answer any two Questions from Part-C. Each
Question carries 15 marks.

PART-A

1.	 Explain the following in brief :	 2x10=20

Cyberspace

Concept of privacy

Social engineering

Information warfare

Any four issues of consumer privacy
concerns.

Cyberstalking

(g) Role of Computer Emergency Response
Team (CERT).
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Sensitive personal date.

Name two bodies of the United States
recognised by the European Union (EU) in
safe harbour framework.

a)
	

Tort of intrusion.
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PART-B

2. Answer any five questions. Answer to question
should not exceed 300 words :	 5x10=50

"Privacy maybe viewed as Intellectual
property right". Discuss.

Explain any two privacy related wrongs.

Discuss the basic international principles of
the OECD guidelines.

Discuss in detail the data security policy.

What are the controls against Malicious
software.

What do you mean by risk assessment and
classification of information system.

Discuss the legal issues relating to retention
of electronic records.

Discuss the legal status of data protection
in India.
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PART-C

3. Answer any two of the following questions in not
more than 450 words each :

	 2x15=30

Discuss in brief various kinds of data and
network related cyber threats.

Explain in short the following security
vulnerabilities.

Insecure modems

Cookies

(iii) Man in the middle attacks.

Discuss some of the measures intended to
protect minors from indulging in internet
crimes.

Explain the need for privacy statute in India.
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