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ADVANCED CERTIFICATE IN INFORMATION
SECURITY (ACISE)

Term-End Practical Examination

. 0028 A December, 2014
OSEI-044 (P) : SERVER SECURITY

Time : 3 hours Maximum Marks : 100

Note : Attempt any two out of three questions, each

carrying 40 marks. Viva-Voce carries 20 marks.

1. Install the web server and find out its
vulnerabilities and prepare the audit report
Apply the cross-site scripts and fetch the
existing cookies generated by any website. 40

2. Create the new wuser with the restricted
privileges that are as follows : 40

(a) User cannot access the registries.
(b) User cannot install the softwares.
(¢) User cannot access the hidden files.
(d) User cannot access the Pen Drives.
(e) User cannot change the Passwords.

Also generate the report of all the activities

implemented on the machine.
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3. Perform the E-mail Investigation and find out
the following details : 40

(a) The E-mail Originating IP Address, Country,
ISP.

(b) Login Details of Last Accessed E-mail ID.
(¢) Change the Default Signatures.
(d) Generate the Auto Reply Mail.
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